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(54) Efficient and secure update of software and data 


(57) The invention concerns apparatus for updating 
a data file, from an earlier version to a later version. The 
invention compares the earlier version with a later ver- 
sion, and derives a transformation, which contains infor- 
mation as to the similarities and differences. The 
invention then processes the earlier version, using the 
transformation, in order to derive the later version, with- 
out reference to the later version itself. 


The invention allows multiple versions of an original 
file, such as bank records located at multiple locations, 
to be updated by transmitting the transformation to the 
multiple locations, instead of transmitting the updated 
files themselves. The procedure is highly resistant to 
interception of the updated data, because the transfor- 
mation, in general, does not contain the entire contents 
of the later versions. 
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Description 

An APPENDIX is attached which contains source code used by the invention. The invention concerns a method for 
remotely updating software or data, or both, which reduces the amount of data transmitted, and is less susceptible to 
5 interception. 

Background of The Invention 

Electronic data transmission between computers via a common-carrier telephone system requires speed and secu- 
re rity. Transmission speed can be enhanced by compressing the data before transmission, while security can be protected 
using encryption. Data compression is also beneficial for encryption because it reduces redundancy in the data source, 
and increases resistance to cracking attempts. 

However, if a data file is compressed and encrypted, the resulting compressed-and-encrypted data is based on a 
single source. Data compression and encryption based on single data sources are not perfect. Unless great redundancy 
15 exists in the data, compression does not perform well, and high-speed computers working together with modern crypto- 
analytic methods can crack most encrypted data. 

In many situations, multiple later versions of an initial data source are frequently transmitted after slight changes in 
the data. The fact that the changes are slight means that all versions are inherently similar. The inherent similarity can 
be exploited to compute a minimal transformation that transforms one version into another. 
20 This process of computing such a transformation is called data differencing. Data differencing enhances transmis- 
sion speed because it reduces the amount of data to be communicated. It also enhances privacy because a snooper 
without the earlier version cannot deduce too much information from the transmitted data. 

A number of compression and differencing techniques have been previously considered. The article "A Universal 
Algorithm for Sequential Data Compression," by J. Ziv and A. Lempel, contained in IEEE Transactions on Information 
25 Theory, 23(3): pp. 337 - 343, May, 1977, describes a technique to compress a single data file. This works by analyzing 
a data sequence and, at each position, if possible, identifying the longest segment that matches another segment in the 
already analyzed part. Such a segment, if found, is encoded using the matching position and the length of the match. 
Unmatched data are output as-is. 

An implementation of this algorithm was the subject of U.S. Patent number 4,464,650, August 7, 1984, by W.L. 
30 Eastman, A. Lempel, and J. Ziv. The Eastman-Lempel-Ziv compression method is slow on de-compression because it 
has to do roughly the same amount of work during de-compression as during compression. It also does not apply to 
data differencing. 

On UNIX systems, differences between text (not binary) files can be computed using the program "diff," which 
produces a set of lines that must be deleted or added to transform the first file to the second. The "diff" approach can 

35 produce very large transformations because small changes in text lines cause them to be considered different. Further, 
it only works on text files, so it has a limited range of applicability. 

The article "The String-to-String Correction Problem with Block Moves," by Walter F. Tichy, contained in ACM Trans- 
actions on Computer Systems, 2(4): pp. 309 - 321 , November, 1 984, describes an algorithm to compute a set of instruc- 
tions called block-moves to transform one version of a data file to another. A block-move is a data segment in the second 

40 version that matches another segment in the first version. This algorithm is essentially unrealized and does not take 
advantage of any redundancy inherent in the second version to minimize the transformation needed to construct the 
second version from the first version. 

Summary of The Invention 

45 

In one form of the invention, a computer program compares a first and a second, later, version of a file, and produces 
a sequence of instructions. The instructions allow replication of the second version, based on the first version. 

The instructions are of two types: One type is a COPY instruction, which orders copying of a specified sequence of 
characters into a file being constructed. The specified sequence can reside either in the first version, or in the file under 
so construction. 

The second type is an ADD instruction, which orders addition of a sequence of characters, which accompanies the 
ADD instruction. When the instructions are executed in sequence, they produce a concatenation of sequences, which 
are COPIED and ADDED, producing a replica of the second version. 

55 Brief Description of The Drawings 

Figure 1 is a schematic of how the invention is used for data communication between computers. 
Figures 1 A through 1 1 explain, by analogy, principles used by the invention. 
Figure 1 J illustrates a security aspect of the invention. 
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Figure 2 gives an example of two versions of a data set and a set of instructions to transform one of the versions to 
the other. 

Figures 2A through 2E illustrate operation of the procedure described in Figure 3. 

Figures 2F through 2H illustrate operation of the procedure described in Figure 5. 
5 Figure 3 describes the decoding procedure in a pseudo-C language. 

Figure 4 shows the actual encoding of the instructions of Figure 2. 

Figure 5 describes the encoding procedure. 

Figure 6 describes the INSERT procedure used in Figure 5. 

Figure 7 describes the SEARCH procedure used in Figure 5. 
10 Figure 8 describes the EXTEND procedure used in Figure 5. 

Figure 9 shows the inserted positions of the example VERSION1 and VERSION2 data of Figure 2. 

Figure 1 0 shows the secure version of the coded instructions of Figure 4. 

Detailed Description of The Invention 

15 

A simplified analogy will explain some of the more fundamental aspects of the invention. A technical explanation of 
computer code which implements part of the invention is given later, beginning in the section entitled "The Invention". 

Analogy 

20 

Assume that a newspaper reporter and a newspaper editor are writing an article together, but at different locations. 
Assume that they both have written VERSION 1, which is shown in Figure 1A. Assume that the reporter has made the 
changes shown in Figure 1 B, resulting in VERSION 2, which is shown in Figure 1 C (the boxes indicate the locations of 
changes) , and wishes to send this version to the editor. The following procedure will allow the reporter to send VE RSION 
25 2 to the editor, but without sending the entire contents of VERSION 2. 

Procedure 

First, the reporter assigns a position to each word in VERSION 1 , as indicated in Figure 1 A. There are 50 positions, 
30 corresponding to the 50 words. 

Second, the reporter ascertains the vocabulary of VERSION 1 . The vocabulary is a list, or table, of the words used, 
as indicated in Figure 1A. Note that each word appears in the vocabulary only once. For example, the word "them" at 
position 18 is not entered into the vocabulary, because this word previously appeared, at position 16. 

In order to assure that each word appears only once, the reporter, as each word is entered, checks to see whether 
35 that word already exists in the table. For example, the reporter enters the first word, "when." Then, the reporter takes 
the word at position 2, "buying," and checks it against the first word in the vocabulary, namely, "when". There is no match, 
so the reporter enters "buying" into position 2 in the vocabulary. 

The reporter proceeds in this manner until the word "them" is reached at position 18. When checking this word 
against the previous 17 entries in the vocabulary, the reporter finds that "them" matches "them" at position 16 in the 
40 vocabulary. Consequently, the latter "them" is not entered into the vocabulary, because it would duplicate the previous 
"them." 

When the last word in VERSION 1 is checked for matches, the vocabulary becomes complete. VERSION 1 , which 
is 50 words in overall length, contains only 38 different words, as indicated by the length of the vocabulary. 

Next, the reporter establishes a vocabulary for VERSION 2, as shown in Figure 1C. VERSION 2 has the same 
45 vocabulary as VERSION 1 , with the exception of three additional words, indicated as NEW WORDS. Now the reporter 
is ready to transmit VERSION 2 to the editor. 

The reporter transmits VERSION 2 by transmitting the following six messages, or instructions, each of which will 
be explained by a respective Figure in Figures 1 D - 1 1: 

50 1.COPY2 1 

2. ADD 1 Hawaiian 

3. COPY 3 3 

4. ADD 1 all 

5. COPY 37 8 

55 6. ADD 2 a brick. 
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Instruction 1 

By pre-arrangement, the reporter and the editor set a POINTER at position 1, as indicated in Figure 1D. The first 
instruction, "COPY 2 1" means "COPY the sequence of 2 words which begin at position 1 in VERSION 1." (In each 
5 instruction, it is implicit that the words are placed at the POINTER in VERSION 2.) This operation is shown in Figure 1 D. 
Note that the syntax is 

COPY [number of words, starting position in VERSION 1]. 
After following the instruction, the editor moves the POINTER by the "number of words" in the COPY instruction, 
which, in this case, is 2. The POINTER is now located as shown in Figure 1 E. 

Instruction 2 

Instruction 2 states "ADD 1 Hawaiian," which means "ADD the one word 'Hawaiian'." This operation is shown in 
Figure 1 E. Note that the syntax is 
15 ADD [number of words, words themselves]. 

After following the instruction, the editor moves the POINTER by the "number of words" in the ADD instruction, 
which, in this case, is 1 . The POINTER is now located as shown in Figure 1 F. 

Instruction 3 

20 

The third instruction, "COPY 3 3" means "COPY the sequence of 3 words which begin at position 3 in VERSION 
1 ." This operation is shown in Figure 1 F. Note that the syntax is identical to that of instruction 1 . 

After following the instruction, the editor moves the POINTER by the "number of words" in the copy instruction, 
which, in this case, is 3. The POINTER is now located as shown in Figure 1G. 

25 

Instruction 4 

Instruction 4 states "ADD 1 all," which means "ADD the one word 'all'." This operation is shown in Figure 1G. 
After following the instruction, the editor moves the POINTER by the "number of words" in the ADD instruction, 
30 which, in this case, is 1 . The POINTER is now located as shown in Figure 1 H. 

Instruction 5 

The fifth instruction, "COPY 37 8" means "COPY the sequence of 37 words which begin at position 8 in VERSION 
35 1 ." This operation is shown in Figure 1 H. Note that the syntax is identical to that of instruction 1 . 

After following the instruction, the editor moves the POINTER by the "number of words" in the copy instruction, 
which, in this case, is 37. The POINTER is now located as shown in Figure 1 1. 

Instruction 6 

40 

Instruction 4 states "ADD 2 a brick," which means "ADD the 2 words 'a brick'." This operation is shown in Figure 1 1. 
Now VERSION 2 has been constructed. 

Significant Features 

45 

VERSION 2, shown in Figure 1C, contained 43 words, which themselves contained 163 characters. However, the 
set of six instructions contained 27 characters, plus the instructions themselves (ie, COPY and ADD). If each instruction 
and each character is encoded as one byte, then the total message equals 27 + 6 characters, or 33 characters. Trans- 
mitting 33 characters takes a significantly shorter time than transmitting 163 characters. 

50 

The Invention 

The previous analogy was a simplification, and does not illustrate all of the features of the invention. Figure 2 illus- 
trates two VERSIONS of a file, together with a TRANSFORMATION, which allows construction of VERSION2 from the 
55 combination of VERSION1 and the TRANSFORMATION itself. The procedure shown in Figure 3 accomplishes the 
reconstruction, and will now be explained. First, the general pattern will be elaborated. 

As background, four important points should be recognized. One, each character in each VERSION occupies a 
numbered position, as shown in Figure 2A. For example, in VERSION 1 , the first "a" occupies position 0. The first "b" 
occupies position 1 , and so on. 
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Two, the numbered positions in VERSION 2 begin after the highest-numbered position in VERSION 1. Thus, since 
the highest position in VERSION 1 is "15," VERSION 2 begins with "16." 

Three, a pointer (which is a variable in the procedure of Figure 3) indicates a current position, as indicated in Figure 

2A. 

5 Four, the TRANSFORMATION contains instructions. There are two types of instruction, namely, ADD and COPY. 

The operation of these two instructions will be explained by showing how VERSION 2 is constructed from VERSION 1 . 

Instruction 1 

w In Figure 2B, instruction 1 of the TRANSFORMATION is executed. This instruction, "COPY 4 0," states, in effect, 
" COPY the FOUR characters beginning at position ZERO in VERSION 1 to the pointer in VERSION 2." (The underlined 
words refer to the words in the instruction: FOUR refers to 4, and so on.) Figure 2B illustrates the operation. 

It is significant that,' in this instruction, the characters used to generate VERSION 2 are obtained from VERSION 
1 , not from the instruction itself. Thus, if the instruction were obtained via a telephone transmission, an eavesdropper 
15 would obtain no information usable in constructing VERSION 2 because the eavesdropper is presumed to have no 
access to VERSION 1. 
The syntax is 
COPY [number of characters, starting position] 

20 Instruction 2 

In Figure 2C, instruction 2 is executed. This instruction, "ADD 2 x,y," states, in effect, " ADD the TWO characters x 
and y_ to VERSION 2, beginning at the pointer." 

It is significant that, in this instruction, the characters used to generate VERSION 2 are obtained from the instruction 
25 itself. Consequently, an eavesdropper does obtain some information about VERSION 2. However, in practice, this type 
of instruction is expected to be intermixed with so many types of COPY instructions (which contain no information) that 
the eavesdropper would obtain no significant information about VERSION 2. 

Nevertheless, it is possible, in theory, that the TRANSFORMATION may contain ADD instructions exclusively, in 
which case the eavesdropper would obtain VERSION 2 in its entirety. Or the number of ADD instructions may be very 
30 large. To prevent an eavesdropper from obtaining information from these ADD instructions, an encryption option is pro- 
vided, which is discussed later. 

The syntax is of the ADD instruction is 
ADD [number of characters, characters themselves] 

35 Instruction 3 

In Figure 2D, instruction 3 is executed. This instruction, "COPY 6 20", in effect, states: 
generate a COPY, which is she characters long, using the characters residing between position TWENTY and the 
pointer, and place them at the pointer. 
40 The result is the sequence xyxyxy, as indicated. 

(As another example, if the COPY statement read "COPY 6 19", then it, in effect, would have stated 
generate a COPY, which is six characters long, using the characters residing between position NINETEEN (not 
TWENTY) and the pointer, and place them at the pointer. 

The sequence added at the pointer would have been dxydxy because the sequence residing between position 
45 nineteen and the pointer is dxy.) 

It is significant that, in this instruction, the characters used to generate VERSION 2 are obtained from VERSION 2 
itself. Thus, it is now seen that the COPY instruction uses two sources, depending on the address specified. In this 
instruction, the address (ie, the "20" in "COPY 6 20") indicates VERSION 2 (ie, the address is greater than 15). VERSION 
2 is the source for this command. 
so In contrast, if the address were 15 or less, then VERSION 1 would have been used as the source. 

This approach, in effect, allows one to expand the vocabulary, using ADD instructions. Then, when VERSION 2 is 
found to contain characters which are (a) not in VERSION 1, but (b) contained in the expanded vocabulary (because 
added earlier), a COPY instruction can be used. The COPY instruction has two benefits. 

One is that a COPY instruction can insert a large number of characters, merely by indicating their total number, and 
55 starting position. In contrast, the ADD instruction requires the characters themselves to be transmitted, which entails a 
longer transmission. 

A second is that, as discussed above, the COPY instruction contains no information, unless an interceptor of the 
instruction also happens to possess VERSION 1. 
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Instruction 4 

In Figure 2E, instruction 4 is executed. This instruction, "COPY 5 9," in effect, states: " COPY the FIVE characters 
beginning at position NINE in VERSION 1 ." This instruction resembles instruction 1 . 

5 

Reference to Process of Figure 3 

Figure 3 illustrates a process by which a computer can construct VERSION 2 from the combination of VERSION 1 
and the TRANSFORMATION. 

w In Figure 3, line 2 initializes a variable c, which is used to compute the pointer shown in Figures 2B - 2E. The pointer 
is computed in lines 9, 13, and 14, as appropriate. 

Instruction 1 

15 Instruction 1 (COPY 4 0) of the TRANSFORMATION shown in Figure 2 is executed in line 13 in Figure 3. The 
variable "p" indicates the starting position of the source data, is obtained from the instruction, and equals 0. Since "p" 
is less than "n" (line 12), the source lies in VERSION 1 . Consequently, line 13 is executed, because of the IF-statement, 
and the data is copied from VERSION 1, beginning at position VERSION1+p, which is position 0. The variable "s" 
indicates the number of characters, is obtained from the instruction in line 7, and equals 4. 

20 The pointer is updated on line 1 6. 

Instruction 2 

Instruction 2 (ADD 2 x,y) is executed on line 9, because of the IF-statement on line 8. It places a sequence of 
25 characters, which is of length "s" (which equals 2) at the location VERSION2 + c. The pointer is updated on line 1 6. 

Instruction 3 

Instruction 3 (COPY 6 20) is executed on line 14, because of line 12: "p" (obtained from the instruction, and which 
30 equals 20) is less than "n." The copy function uses VERSION2 as the source, beginning at VERSION2 + c. The copy 
function takes a sequence which is s characters long. (The variable "s" is obtained from pointer-minus-20. The "20" is 
obtained from the instruction.) 

Instruction 4 

35 

Instruction 4 is executed on line 13, like instruction 1. 

Generation of TRANSFORMATION 

40 Figure 5 contains a procedure which examines each VERSION, character-by-character, and generates the set of 
instructions which allows construction of VERSION 2 from the combination of VERSION 1 and the instructions, which 
are called a transformation. The transformation of Figure 2 was discussed above. The general approach taken by this 
procedure is the following. 

45 Run 1 

VERSION 1 is processed first. VERSION 1 is shown at several locations in Figure 2F. The code of Figure 5 asks 
whether the four-character sequence beginning at position 0 matches a four character sequence beginning at a previous 
position. Of course, since nothing exists prior to position 0, the answer is No. Thus, position 0 is flagged with a carat, as 
so indicated in the row labeled RUN 1 . 

Run 2 

On the second run, the code asks a similar question, namely, whether the four-character sequence beginning at 
55 position 1 matches a four-character sequence beginning at a previous position. The answer is No, and a flag is placed 
at position 1 . 
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Runs 3 and 4 

In a similar way, flags are placed at positions 2 and 3, resulting in the flagging shown at RUN 4 in Figure 2F. 
5 Run 5 

Run 5 produces different results. In RUN 5, the code asks the usual question, Does the four-character sequence 
beginning at position 4 match a four-character sequence beginning at a previous position ? The answer is Yes, at position 
0, as indicated in the row labeled RUN 5. Position 4 is not flagged, and the EXTEND function (line 16, Figure 5) is called 
10 into action. 

The EXTEND function asks how long the match extends. It asks whether the next position after the matched block 
(the matched block occupies positions 4 - 7, so the next is position 8) has a match located four positions earlier. The 
answer is Yes, as indicated in trial TA. 

It then asks whether the second position after the matched block, position 9, has a match located four positions 
15 earlier. The answer is again Yes, as indicated by trial TB. This inquiry continues until a position is reached, in trial TE, 
where no such match is found. 

The EXTEND function has thus ascertained that the match extends for eight positions, from position 4 through 
position 1 1 . Because of the logic of the code, the last three positions of the extended match are flagged, namely, the 
"BCD" located in "RUN 5 RESULT." 

20 

Run 6 

Run 6 asks whether the four-character sequence beginning at position 12 (ie, the rightmost "e") matches any four- 
character sequence beginning at a position occurring previously. The answer is No, and a flag is placed at position 12, 
25 as indicated in the row labeled RUN 6. 

Results 

The results are shown at the bottom of Figure 2F, and labeled RESULT. Two important features are the following: 
30 One, as will be later explained, the flags indicate not only the beginnings, but also the endings, of possible 

sequences which are used to construct VERSION 2. 

Two, there are regions which are not flagged, as indicated. A search for sequence to use in constructing VERSION 
2 never begins in these regions, although the search can begin outside these regions, and then invade the region. Thus, 
since initial search points are eliminated, the overall searching time is reduced. 

35 

Processing of VERSION 2 
First Four Runs 

40 VERSION 2, the updated version, is processed next. The code asks whether the four-character sequences beginning 
at positions 1 6, 1 7, 1 8, and 1 9, shown in Figure 2G, have matches which begin at previous positions. The four-character 
sequence beginning at position 1 6 matches with that beginning at 0, but the latter three do not, so positions 1 7, 1 8, and 
1 9 are flagged, as indicated at the top of Figure 2G. 

The EXTEND function finds no extended match. The code of Figure 5 jumps to line 29, where it issues the "COPY 
45 4 0" instruction, which was explained above, and appears in Figure 2. 

The overall results are indicated by the arrow labeled OUTPUT. Three characters have been flagged, and a COPY 
instruction has been issued. It is important to note that these flagged characters are later treated as search initialization 
points, just as are the flagged characters in VERSION 1 . 

so Run 5 

The code of Figure 5 asks whether the four-character sequence "xyxy", beginning at position 20 (which resides in 
VERSION 2, shown in Figure 2G, in the section labeled RUN 5), has a match which begins at a previous position. The 
code searches, starting at each flag, including those now existing in VERSION 2. 
55 Further, at each flag, the code searches both forward and backward. (This forward-backward searching was not 
mentioned previously, for simplicity.) The overall searching is indicated by RUN 5 in Figure 2G. Because the searching 
(a) starts with each flag and (b) searches for four characters, both forward and backward, every four-character sequence 
of trial T1 through T1 2 is examined. In addition, similar searching is done, starting with the flagged positions in VERSION 
2, namely, positions 17, 18, 19, and 20. 
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No match is found, so the "x" at position 20 is flagged. 
Run 6 

5 The code of Figure 5 asks whether the four-character sequence "yxyx", beginning at position 21 (which resides in 

VERSION 2), has a match which begins at a previous position. As for position 20, the code searches, forward and 
backward, beginning at each flag, including those in VERSION 2. No match is found, so position 21 is flagged. The 
current flagging is indicated at the upper right part of Figure 2H. 

w Run 7 

The code of Figure 5 asks whether the four-character sequence "xyxy", beginning at position 22 (which resides in 
VERSION 2), has a match which begins at a previous position. The answer is Yes, at position 20. Thus, position 22 is 
not flagged, as indicated in Figure 2H, and the EXTEND function (line 16 of Figure 5) is entered. 
15 The EXTEND function determines, in the manner described in connection with Figure 2F, that the match extends 
through position 27 in Figure 2H. Consequently, the last three positions of the extended match are flagged, resulting in 
the flagging shown in the box at the lower left of the Figure. 

At this time, the logic proceeds to line 29 of Figure 5, wherein the two instructions "ADD 2 x,y" and "COPY 6 20" 
are issued. (The arguments "add" and "c" in line 29 refer to the ADD instruction. The arguments "pos" and "len" refer to 
20 the COPY instruction.) 

Run 8 

The code asks whether the sequence "bcde", beginning at position 28 (See OUTPUT box in Figure 21), has a match 
25 beginning at a previous position. The answer is Yes, at position 9 in VERSION 1 (see Figure 2G, upper left). Now the 
EXTEND function is called, which determines that the match extends to an additional character, the "f". 

The code, at line 29, then issues the instruction "COPY 5 9". The four instructions of Figure 2 have been generated. 
VERSION 2 can now be reconstructed from VERSION 1 , plus the instructions. 

30 Characterization 

The preceding overview illustrates the following principles: 
ONE, once it is determined that a position represents a previously matched sequence, that position is not flagged, 
and consequently, subsequent searches are not initiated at that position, because such initiation would be redundant. 
35 Thus, a reduced set of searching positions is obtained (if possible). 

TWO, VERSION 2 is constructed from two types of sources, namely, (a) sequences copied from either VERSION 
1 or VERSION 2 and (b) sequences ADDED to VERSION 2. Further, the ADDED sequences can be used later, in 
copying operations. 

From another point of view, if a first user possesses VERSION 1 , and if a second user possesses both VERSION 
40 1 and VERSION 2, the first user can construct a replica of VERSION 2, if the second user identifies the following 
sequences of characters: 

(a) those to be copied from the first user's VERSION 1 , (b) those to be added to first user's VERSION 1 , and 
(c) those to be copied from the first user's replica of VERSION 2. 

45 

THREE, each flagged position represents the starting point of a possible vocabulary word. Analogous words are 
shown in Figure 1A. However, unlike the vocabulary of Figure 1A, the vocabulary of each flagged position represents 
numerous possible sequences. 

For example, assume VERSION 1 is the following: 
so abcdeFghijk. 

If the upper-case F (position 6) is flagged, then it can represent the following sequences: 

f fg fgh fghi fghij fghijk. 
These sequences can contain other flagged positions. 

Therefore, a single flagged position can represent multiple sequences for copying into VERSION 2. Thus, this flagged 
55 position can appear in multiple COPY instructions. For instance, "COPY 3 6" means COPY "fgh." "COPY 5" means 
COPY "fghij". 
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Security Aspects 

As mentioned above, the ADD instructions contain information as to the content of VERSION 2, and this information 
may need security protection. One approach to security is shown in Figure 1 J. 
5 The ADD instruction of Figure 2 ("ADD 2 x,y"), which is sent, is modified to contain a pointer to a location within 

VERSION 1 . This modified instruction is labeled INSTRUCTION SENT in Figure 1 J. This pointer is "2", which indicates 
the "c". 

The information sent (ie, the bytes representing "x" and "y") is then EX-ORed with the data beginning with the "c". 
Figure 1J, left side, indicates the EX-OR operation. The instruction sent is "ADD 2 2" plus the result of the EX-OR 
10 operation. This EX-OR result contains no information of value to an eavesdropper, because the eavesdropper has no 
access to VERSION 1. 

The data contained in the received instruction, indicated on the right side of Figure 1 K, is EX-ORed with the same 
data in VERSION 1 , namely, that which begins with the "c". This EX-ORing recovers the original data, namely "x,y". 
This procedure exploits a property of the EX-OR operation, namely, that EX-ORing a first word with a second word 
15 produces a third word. ED-ORing the third word with the second recovers the first. 
Thus, from the transmitted instruction, which is 
ADD 2 2 [EX-OR result], 
one obtains 

ADD 2 x,y, 
20 which is the intended instruction. 

Important Considerations 

1. The order in which the COPY and ADD instructions occur is, of course, important. If they are scrambled as to 
25 order, a different VERSION 2 will be obtained. 

From another perspective, the sequence itself is a type of information. The sequence can be viewed as a per- 
mutation of the instructions. The permutation contains information, just as permutations of the English alphabet 
create words, which convey information. 

Of course, the instructions could be transmitted in a scrambled order, if information is included which allows 
30 reconstruction of the sequence. For example, each instruction could be numbered. 

Irrespective of how execution of the proper sequence of instructions is attained, the execution produces a replica 
of VERSION 2, by a concatenation process. That is, returning to the example of Figures 2B through 2E: 

1 . First "abed" is written into the replica (Figure 2B). "abed" is taken from VERSION 1 . 
35 2. Then "xy" is concatenated (Figure 2C). "xy" is obtained from VERSION 1 . 

3. Then "xyxyxy" is concatenated (Figure 2D), "xyxyxy" is obtained from VERSION 2. (Alternately, four pairs of 
"xy" could have been taken from VERSION 1 and concatenated in step 2. This would be less efficient, however.) 

4. Then "bedef" is concatenated (Figure 2E). "bedef " is obtained from VERSION 1 . 

40 2. Further regarding Consideration Number 1 , above, the Inventors point out that each COPY and ADD instruction 
contains the length of the passage to be COPIED or ADDED. Thus, for any given COPY or ADD instruction, the 
address within VERSION 2 where the COPYING or ADDING occurs can be readily computed, based on the total 
preceding lengths. (The code of Figure 3 illustrates this, because the pointer is computed based on these lengths.) 

45 3. The invention can be used to update any type of data file. It is not limited to text files, or to files of other specific 
types. It can handle binary files generally. 

Files contain characters. Each character is commonly represented by a byte of data. Since a byte contains eight 
bits, 28, or 256, possible characters can be represented by one byte. 

In "text" files, all of these possible combinations are not used. Only those representing alphanumerics, and 
so some punctuation, are used. 

In "binary" files, all possible 256 combinations are used. The invention can handle binary files. In contrast, 
differencing programs of the prior art can handle only text files. 

4. The invention is not limited to remote replication of VERSION 2 from a stored VERSION 1. In addition, a later 
55 version of a program can be stored at a single location, by using the ADD and COPY instructions, rather than storing 
the version in its entirety. This approach will save storage space. When a version is desired to be reconstructed, 
the program of Figure 3 is executed. 
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5. It is not necessary that the version of a file which is reconstructed be the actual, chronologically later version of 
an earlier file. For example, VERSION 1 can be reconstructed from VERSION 2. 

Technical Discussion 

5 

A more technical discussion of the code given in Figures 3 and 5 will now be given. 
Overview 

10 A data file can be considered as a sequence of bytes. On virtually all current computers, a byte is the smallest 
natural unit that can be compressed efficiently in terms of storage, communication, and in-memory data manipulation. 
Though the term "data file" often refers to a file when stored on-disk, the present invention also allows such a sequence 
of bytes to be some segment of main memory. 

Figure 1 shows an example of using the present invention to keep data in synchronization between two computers. 

is First, on the source computer, the two versions of the data, VERSION1 and VERSION2, are compared to produce a 
transformation that takes VERSION1 to VERSION2. This transformation is transmitted via some communications chan- 
nel to the target computer. Then, on the target computer, the transformation and the local copy of VERSION1 are used 
to reconstruct VERSION2. 

20 Coding and Decoding Transformation Instructions 

The transformation computed by the present invention consists of a sequence of two types of instructions, COPY 
and ADD. During the reconstruction of VERSION2, the COPY instruction defines the position and length of some existing 
segment of data to be copied while the ADD instruction defines a segment of data to be added. Figure 2 shows an 

25 example of two data files in which VERSION1 consists of the sequence of bytes "abc dab cda bed efgh" (spaces are 
added here for readability). VERSION2 consists of the sequence "abc dxy xyx yxy bedef." Thus, VERSION1 has length 
16, and VERSION2 has length 17. The transform shown in Figure 2 shows the instructions needed to reconstruct 
VERSION2 from VERSION1. Note that we use the convention that positions in VERSION1 are coded starting from 0, 
while positions in VERSION2 are coded starting from the length of VERSION1 . For example, the third instruction of the 

30 transform in Figure 2 is a COPY instruction that copies 6 bytes starting from position 4 of VERSION2, which is coded 
as 20. 

Figure 3 shows the procedure of how the reconstruction of a version is carried out in general. Line 1 initializes the 
variable "n" to the length of VERSION1. Line 2 sets the current position "c" in VERSION2 to zero. Line 3 starts a loop 
that is terminated on line 6 after the end-of-file condition is detected in line 5. Line 4 calls the function readinstO to read 
35 an instruction. Line 7 reads the copying size or the data size using the function readsizeO- Lines 8 and 9 check to see 
if the instruction is an ADD instruction and, if so, reads the data into VERSION2 starting at the current position c. Lines 
10 to 15 process a COPY instruction by reading in the position code, then performing the copy operation either from 
VERSION1 or VERSION2, as appropriate. Line 16 increases the current copy position in VERSION2 by the length of 
the newly reconstructed data. The copy() function is a simple function to copy data from one area of disk memory (or 
40 main memory) to another. However, the readinst(), readsize(), readpos(), and readdata() functions must be defined, 
based on some concrete definitions of how the COPY and ADD instructions and their parameters are encoded. 

Applying the procedure of Figure 3 to the example of Figure 1 , we see that there are four steps in the decoding. 
The first step copies four bytes "abed" from VERSION1 , starting at position 0. THe second step adds 2 data bytes "xy". 
The third step copies from VERSION2 6 bytes starting at its position 4 (counting from 0 and coded as 20 by our con- 
45 vention). Note that at the start of this step, only the first 6 bytes "abedxy" of VERSION2 have been reconstructed as only 
the two bytes "xy" are available to copy. However, since data is copied from left to right, whenever a byte is to be copied 
it will have been constructed. The fourth and final step copies the 5 bytes "bedef " from position 9 of VERSION1 . 

We now give a description of the encoding of COPY and ADD instructions. This particular embodiment of these 
instructions are chosen since in the Inventors' experimentation they perform well for many different types of data. Given 
so the description, the readinstO, readsizeO, and readpos() functions above can be straightforwardly implemented. Each 
instruction is coded starting with a control byte. The eight bits of a control byte are divided into two parts. The first four 
bits represent numbers from 0 to 1 5, each of which defines a type of instruction and a coding of some auxiliary information. 
Below is an enumeration of the first 10 values of the first four bits: 
0: an ADD instruction 
55 1 ,2,3: a COPY instruction with position in the QUICK cache; 

4: a COPY instruction with position coded as SELF; 
5: a COPY instruction with position coded as difference from HERE; 
6,7,8,9: a COPY instruction with position coded from a RECENT cache. 
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The QUICK cache is an array of size 768 (3 x 256). Each index of this array contains the value p of the position of 
a recent COPY instruction such that p modulo 768 is the array index. This cache is updated after each COPY instruction 
is output (during coding) or processed (during decoding). A COPY instruction of type 1, 2, or 3 will be immediately 
followed by a byte whose value is from 0 to 255 that must be added to 0, 256, or 512, respectively, to compute the array 
5 index where the actual position is stored. 

A COPY instruction of type 4 has the copying position coded as a sequence of bytes. 

A COPY instruction of type 5 has the difference between the copying position and the current position coded as a 
sequence of bytes. 

The RECENT cache is an array having 4 indices, and stores the most recent 4 copying positions. Whenever a COPY 
10 instruction is output (during coding) or processed (during decoding), its copying position replaces the oldest position in 
the cache. A COPY instruction of type 6 (respectively 7, 8, 9) corresponds to cache index 1 (respectively 2, 3, and 4). 
Its copying position is guaranteed to be larger than the position stored in the corresponding cache index and only the 
difference is coded. 

For the ADD instruction and COPY instruction of type from 1 through 9, the second 4 bits of the control byte, if not 
15 zero, code the size of the data involved. If these bits are 0, the respective size is coded as a subsequent sequence of bytes. 
It is a result of the encoding method that an AD D instruction is never followed by another ADD instruction. Frequently, 
an ADD instruction has data size less than or equal to 4, and the following COPY instruction is also small. In such cases, 
it is advantageous to merge the two instructions into a single control byte. The values from 10 to 15 of the first 4 bits 
code such merged pairs of instructions. In such a case, the first 2 bits of the second 4 bits in the control byte code the 
20 size of the ADD instruction and the remaining 2 bits code the size of the COPY instruction. Below is an enumeration of 
the values from 1 0 to 1 5 of the first 4 bits: 

10: a merged ADD/COPY instruction with copy position coded as SELF, 
1 1 : a merged ADD/COPY instruction with copy position coded as difference from HERE; 
12,13,14,15: a merge ADD/COPY instruction with copy position coded from a RECENT cache. 
25 Figure 4 shows an encoding of the four instructions of the transform shown in Figure 2. For each instruction, all 
eight bits of the control byte are shown. For example, the first four bits of the second control byte are zero, showing that 
the byte codes an ADD instruction. The second four bits of the same byte show that the size of the ADD instruction is 
2. The two data bytes "xy" come after the control byte. All three COPY instructions are coded using the SELF type, 
meaning that their copying positions are coded in bytes (with shown values) following the control bytes. The size param- 
30 eters of all the instructions are small enough so that they can all be encoded inside the control bytes. This small example 
shows that VERSION2 which is 17 bytes long can be coded in a transformation using only 9 bytes. 

Fast Computation of Matched Segments 

35 Figure 5 shows the method to partition VERSION2 into segments and encode them as COPY and ADD instructions. 
Note that, for this encoding method, matches of short lengths are not useful because they take up at least as much 
space to encode as the data that they match. So the matching method can be tuned to ignore short matches. The 
minimum match length that we use is 4 and represented by the variable MIN in the body of the encoding procedure. 
Line 1 of Figure 5 initializes a search table T to empty. For efficiency, T is kept as a hash table with chaining for 

40 collisions. This data structure is standard, and is described in any data structure and algorithm textbook, such as pages 
111 - 112 in "The Design and Analysis of Computer Algorithms" by A. Aho, J. Hopcroft, and J. Ullman, published by 
Addison-Wesley 1974. 

Table T contains certain selected positions in the two versions. These positions are inserted with the procedure 
insert() and used in the procedures search() and extend() for fast searching of longest matched data segments. Lines 

45 2 and 3 call the procedure process() to select positions from VERSION1 and VERSION2 to insert into the table T. COPY 
and ADD instructions are also generated during the processing of VERSION2. 

Lines 4 to 45 define the procedure process(). Lines 5 and 6 initialize the variables "n" and "m" to the length of 
VERSION1 and the version being processed. Line 7 initializes the curent position "c" of the version being processed to 
0. Line 8 initializes the start of data for an ADD instruction to -1 (ie, none). Lines 9 and 10 initialize the position and 

so length of the longest match for the data segment starting at position c Lines 1 1 to 42 define the main loop that process 
the given version. Lines 1 2 to 1 8 compute a longest, already-processed data segment that matches with the data seg- 
ment starting at c. The procedure searchO called on line 12 finds a match of length len+1. This procedure uses MIN 
bytes starting at position c+len-(MIN-1) as a key to search for a matching position in the table T. Then it matches backward 
the data in "seq" and the data in the appropriate version to see if the match covers everything from c to c+len+1 . 

55 If such a match is found, the procedure extend() called on line 1 6 extends the match as far forward as possible. 
Lines 14 and 15 correspond to the case when there is no match and we break out of the search loop. Otherwise, the 
loop is repeated to find a longer match. Lines 19 and 26 insert the current unmatched position c into the table T. 
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Note that the actual value to be inserted is c if seq is VERSION1 ; otherwise, it is c plus the length of VERSION1 
(which is the convention for encoding positions in VE RSION2 that we described earlier) . The procedure insert(T,seq,p,ori- 
gin) inserts the coded position p+origin into table T using as its key. MIN bytes starting from position p in version seq. 
Lines 20 and 21 set the variable add to c, if it is not yet defined, to indicate that this is the beginning of a segment 
5 of unmatched data. Line 25 moves the current position forward by 1 for the next iteration of the processing loop. Lines 
27 and 28 correspond to the event of finding a longest matched segment. Lines 28 and 29 call the procedure writeinst() 
to write out the COPY and ADD instructions according to the description given earlier. 

The first two arguments to writeinstO define the data for an ADD instruction if add is zero or positive. The second 
two arguments define parameters for the COPY instruction. The working of this procedure is straightforward so we shall 
w omit its description. Lines 30 to 36 insert into table T MIN-1 positions at the end of the matched data segment. Lines 37 
and 38 increase c by the length of the match, and resets add to -1 . Lines 40 and 41 terminate processing if there is not 
sufficient data to be processed. Lines 43 and 44 output any final unmatched data from VERSION2 as an ADD instruction. 

Figure 6 shows a procedure to insert a position into the table T. Line 2 of Figure 6 indicates that the key is the MIN 
bytes of the sequence "seq" starting at the position p. Line 3 constructs the coded position. Line 4 inserts the pair (key, 
15 pos) into the table T. 

Figure 7 shows a procedure to search for a match. Lines 3 and 4 construct the search key, which consists of MIN- 
1 bytes at the end of the current longest match length, plus a new unmatched byte. Lines 5 to 19 try to extend the match 
length if possible. This is done by looking at every element of the table T that matches the constructed search key and 
seeing if the part of the current match left to the key position matches with the corresponding part of the element being 
20 considered. This test is carried out on line 1 7. If this is true, then search() returns the starting position of the match on 
line 1 8. Line 20 returns "-1 " to indicate that there is no match longer than "len". 

After the call to searchO is successful on line 13 of Figure 5, the match length is now known to be at least 1 more 
than the "len" value in Figure 5. Figure 8 shows the extend() procedure, which extends the match to the right as far as 
possible. Lines 2 to 10 set up the correct sequences to search for matches, lines 11 to 13 perform the extension, line 
25 1 4 returns the entire matched length. 

When applied to the example of Figure 2, the above method will compute exactly the set of instructions exhibited 
in the same figure. Figure 6 shows the positions in the example VERSION1 and VERSION2 that would be inserted into 
table T. 

30 Security Enhancement 

Given two versions, VERSION1 and VERSION2, and a computed transformation, only the ADD instructions in the 
transformation carry raw data from VERSION2. Such data can be utilized by a snooper to gain valuable information 
about VERSION2. In applications having high level of security requirements, to prevent leakage of information, the ADD 

35 instruction can be modified as follows. First, each ADD instruction is modified to also have a copying address which 
would be some position randomly selected from VERSION1 in such a way that the data segment starting at that position 
is at least as long as the length of the ADD data. If this is not possible, the ADD data can be broken into smaller units. 
Then, the raw data is xor-ed with data from such a selected segment of data before output to the transformation. For 
example, using the same ADD instruction in Figure 2, if the selected position in VERSION1 was 2, then this position 

40 would be output immediately after the control byte, and the two data bytes "xy" would be xor-ed with the two bytes "cd" 
before output. 

On decoding, the same xor operation must be done to each data byte before outputting. This works because the 
mathematical property of xor guarantees that when a byte is xor-ed twice with another same byte, it retains its original 
value. However, we can now guarantee that a snooper will not be able to gain any information from the transformed data 
45 bytes unless he or she already has a copy of VERSION 1 , which was assumed to be secure. 

Figure 7 shows the instruction of Figure 4 encoded using this more secure method. The ADD instruction now has 
a position 2. The data bytes "x" and "y" are shown being xor-ed with "c" and "d" respectively. 
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3 , art , comi /n/qrvphor./g7 Apv/Snf-. 


♦ifndef sro_c 

«ifd»f 9 roc 

♦define STD_C 

"if _cplusplus 

♦define 9TO_c 

♦elae 

♦define STD_C 

♦endif /* cpluaplua*/ 

tendif /• STDC */ 

♦endif /* STD_C'/ 

♦ifndef _BEGIN_EXTERNS_ 

♦ if cpluaplua 

•define _BEGIN_t3STERNS_ 
♦define _END_EXTZ*N9_ 
•else 

•define _BEGIN_SXTERNS_ 
♦define _END_SXTERNS_ 
♦endif 

iendif /»_BEGIN_EXTERNS_V 

♦ifndef _ARC_ 

♦ if STD_C 

♦define _ARC_(x) x 

♦define _ARC_(x) ( ) 
♦endif 

♦endif /*_ARG_V 

♦ifndef Void_t 

♦ if STD_C 

♦define Void^t 
♦else 

♦define Void_t 
•endif 

♦endiX /"Void_?V 
•ifndef Nil 

♦define NIL (type) <(typ«)C 
♦endif /*NIL*/ 


APPENDIX 
(24 pages) 


•endif 


'»_KPV_V 


/* user-eupplied function* to do io •/ 

typedef etiuot _vddiio_o Vddi«cJ;, r 

typedef intf Vdio_f )_AK_( (int, Void_t*, int 

{ Vdlo_f read? ; /• to reed data 

Vdio_f vritef; /• to write data 

long window; /* window ilze if any 


long, vddisc_t*) ) 
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iml/n/aryehon/p7/kpv, 


/• typee that can be given to the 10 functions V 

• define VD_SOL'HCS 1 /« lo on the source data 
♦define VD_TAaCET 2 /* io on the target data 

• define V5JJELTA 3 /* io on the delta data 

/* nagic header for delta output */ 


_BEGIN_E{TSRKS_ 

extern long vddelta _^RG_( (Void_t* , 1 

extern long vdupdate _ARG_( (Void_t* , 
_END_EXTISSS_ 


#endif /*_VDELTA_H*/ 
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_END_BXTER.VS_ 
#deflne ASSERT(p) ( 
• define DBTOTAL(t,', 
•define DBMAX(m,v) 

•define ASSERT(p) 


/* short -hand r 

•define uchar 

iafine uint 
•define ulcng 


unsigned char 
unsigned long 


/* default window size - Chosen to suit malloc() even on If 
•define MAX I NT ( ( int ) ( ( (uint) -0) » l) ) 

•define maxwindow ( (int) ( ( (uint)-O) » 2)) 

• define DFLTWINDOW (MAXWINDOW <- (1«1«) ? (1«I4) : 

•define HEADER(w) ((w)/4) 


<_MIJt 


/* 


of byte 


/* The hash function is sC0]*alpha"3 t ■ [l] 'alpha";?, 

•define 'LPHA 33 
• if 0 

•define Al(x,t) (ALPHA«(x)) 

•define A2(x,t) ( ALPHA* ALPHA* (x) ) 

•define A3(X,t) (ALPHA*ALPHA*ALPHA*(x| ) 
•else /* fast multiplication using shiftstadds • 


•define Al(x,t) 
•define A2(x,t) 
•define A3(x, 


<t 


■ (t«5) ) 

• (t«6) + ;t«l0) ) ) 

• (t«5) t ((tt(t«4))- 


•define HNEXT(h,s 
•define EQUAL ( s , t 


A3(at0],t)), (h t- A2(itl],t 
■ A3<s[-l],t)), (h - Al(h,t) 
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i o£ data 
■ defir.es 


solved. 


2: an ADD Instruction. 

1,2,3; COPY with K_QUICK addressing scherr* . 

4,3: COPY with K_S£LF , X_HERE addressing schemes . 

6,7,8.9: Cd,Y rfith K_RECENT addressing scheme. 

For the above types, ssss if not zero codes the si 
otherwise., the size is coded in subsequent bytes. 

10,11: merged ADD/COPY with K_SELF, K_HERE addressing 

12, 13, 14, IS: merged ADD/COPY with X_RECEiIT addressing. 

Fox msrged ADD/COPY instructions, ssss is divided 
where ce codes the size of COPY and aa codes the s 


♦define 
tdeflne 


below macros compute the coding f 
re are two caches, a "quick" cache 
a revolving cache of K_RTYPE "rec 
> First, we look in the quick cache to 


r a COPY address . 
of (K_QTYPE*256) a 
nt" addresses. 


•define X_RTYPE 
•define X_QTYPE 
•define k_merge 


of K_RECENT types •/ 

Of K_QUICK types */ 

of types allowing add-copy »/ 

• size of K_QniCK cache •/ 


ne x.guicx i /• start of x_cjn:c? 

ne X_SELF (K_gOICK+K_0TYPE) 

ne X_HERE (X_SS1FU) 

•define X_RECENT (K_HEREtl) /• start of K_RECENT types 


s X_DDECL( quick, recent, rhsre) /* a» 

int quick[K_QSIZE] i int rtcent [K_RTYPE] ; int 
•define K.OTBCL (quick, recent, rhere ) /* ce 

long quick[K_Q3IZB] ; long recent [K_RTYP!] ■, ir 
•define K_INIT (quick, recent , rhere > \ 

{ quick[rher«-0] - (1«7); \ 
whil»( (rhere +- 1) < K_QSIZE) quicklrhere] 


iile((rr 


■0] ■ 


(1«8); 


•define K_UPD ATE (quick,: 

( quiek[copylX_QSIZE] » copy; 
if ((rhere t- 1) >- K_RTYPE) 


.RTYPE) rec 


:t(rt 


in vdelta 
in vdupdate 


(i«7)i \ 
rl)»(l«8) ; 
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! zoo . att enm : /n /gryphon / ? 7 


♦define A_SIZE 

•define A_ISIQCAI(s 

♦define A_LPCT(s) ( 

•define a_?0T(8) ( 

•define A_ISHERE(i) 

♦define A_LGET(1) ( 

♦define A_3ET(s] ( 

•define C_SIZE 

"define C_ISL0CAL ( a 

•define C_LPUT(») ( 

•define C_PUT(s) ( 

•define c_I9HERE(i) 

•define C_T.SET(i) ( 

•define C_GET(s) ( 


♦define X_GET(i) ( (i) » 

/* coding merged ADD/COPY 
•define A_TIKY 
•define A_TINYSIZE 
•define A_ISTINY(i) 
•define A_TPUT(i) ( (») - : 
•define A_TGET(i) ( ( (i) & 

♦define C_TINY 
•define C_TINYSIZE 
♦define C_ISTINY(») 
♦define C_TPUT(s) (((•) - 
♦define c_TGET(l) <(<<i) : 

•define K_l?UT(k) (((1<) + K. 

♦define MEMC?Y(to, from, n) 


tax local ADD size 
:an be ceded lecal 

raal val.e •* 


! (l«S_3ITS)*M_MIN-2) /* 
! (») <- C_SIZE ) /* 
l_MIN-i) ) '/* ceded 1 

:_3IZX-1) ) /« coded e 


(A_TI^SIZE-i) ) 


: memopy( (Void_t*)to, (Void_t* 

to +- n; from +- n; break; 

: »to++ » •from++; \ 

; »to++ - *from++; \ 

i »to++ - •from**; \ 

: *tott - »fromi— ; \ 

. «to++ - «from++; \ 

: br»«k; \ 


iw here is code for a buffered I/C 
1 :_9HIFX 7 
I I_MORE (1«I_3HIFT) 
! I_C0DE(n> ( (uchar) ( (n)4(I_MORE-: 


typedef atrv 
vddlse_t« 
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long 

} vdio.t 

•define 
•define 


srearir.e zoq.att.comi /rv<«r/phon/g-/kpy /'Software /ar c/lib/vdel- 


READF(io) ( (io)->dise->readf ) 

KRlTEP(io) ( (io) ->diao->vritef ) 

3CF(io) ((io)->buf) 


SUFSIZE(ic 
NEXT(lc) 
INDS(io) 


: (iO)->r 


! HERE(lo) 


(id ->here> 
RINIT(io,dlsc) ({io)->endb - i< io 

KlNIT(io,di»c) ((io)->endb - ((io 
(io)->here « 0, (io)->dia 
REMAIM(io) (ENDB(io) - NEX?(i 

VD?UTC(lo,e) ((REMAIN(io) >0 I 

tint) (* :io) ->nextt 
VDGETC ( lo ) ((REMAIN! 10) > 0 

(int) (*;io) ->r.exf 


*_vdflsbuf ) (lo) > 
*_Vdfilbuf ) <io) : 


intc 

ulcr.g(* 

lr.tf 

int(* 

iat(* 


typadaf struct _vdbufio_s 

( int(* vdf ilbuf )_ARG_( (Vdio_f) ) ; 

vdflsbuf )_ARG_( (Vdio_f) ) ; 
» vdgetu)_AKG_( (Vdio_t*, ulong)); 
vdputu )_ARG_( ( Vdio_t* , ulong ) ) ; 
vdread)_ARG_( (Vdio_tV ueh*r* , int)); 
vdwrite)_ARG_( (Vdio_f, uehar* . int)); 
} Vdbufio_t; 
♦define _vdfilbuf _Vdbufio.vdfilbuf 
•define _vdflabuf _vdbufio. vdflsbuf 
Sdefine _Vdgetu _Vdbuf io . vdgetu 

•define _vdputu _Vdbufio . vdputu 

•define _Vdread _Vdbuf io . vdread 

•define _Vdwrite J/dbuflo.vdwrite 

_B!GIN_EXTER>JS_ 

extern Vdbu£io_t _Vdbufio; 

extern veid_f mamcpy _arg_( (Void_t* 

extern Vold_t« malice _ARfl_( (size_t) 

extern void free _ARG_( (Void_t» ) ) 
_END_EXTERNS_ 
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; n > r.ari;e.2orutt 



•include 

"vdeihdr.h" 





compute a transformation that takes soure 



5 
6 


Written by ( Kiem- ) Phor.g Vo, kpvJresearch . 




•ifdef DE3UG 



9 


S_copy, S_add; /* amount of input covere 





N_copy, ^_add; /* « of C3PY and ADD Inst 




long 

M_capy, M_add; /• max size of a COFY or 

ADD 1 

r.a'tructicn 

12 


N_m*rge; /* * of merged instructs 



13 

♦endif 




14 





15 

•define M 

JSGASLE(a.ck) ((a) > 0 fcfc A_ISTINi(a) && 



16 


(O) > 0 ii C_ISTI>TYfc| i& \ 



17 


(k) >= K.SELF ) 



IB 





19 

typed* f s 

-ruct _match_i Match_t; 




typedef s 

.ruct _table_i Table_t: 



21 





22 

{ Match_t 

next; /* linked list p- 



21 





24 





25 

{ VdlO.t 

io; /• io structure 



26 





27 





28 


tar; /* target string 



29 


n_tar; 



30 

K_0DECL 

quick, recant, rhare) ; /* address cache. 



31 

Match_t 


ts 


32 

int 

size) /• size of hash 

able 



Match_t 

table; /* haah table 


V 

34 
35 

}: 





/* encode 

and output delta instruction* V 



37 

»if STD 




38 

static vdputinat(Tabl*_t« tab, uchar* begi, uchar' 


Match_t* ma 

39 






static vdputinst(tab, bags, here, match, n_eopy) 



41 

Table_t* 




42 


begi; /« ADD data if any 




uchar* 

here; /* current location 

/ 


44 


match; /» best match if any */ 



45 


rv_copy; /* length of match 




»endif 





( 

reg lnt 

n_add, i_add, i_capy, k_type; 



49 

rag int 

n, c_addr, copy, beat, d; 



51 


beg* ? hare-begs : 0; /• add a 



52 

c^addr 

- (here-tab->tar)Ttab->n_3rc; /« curre 


53 
54 

k_type 




55 

if (match) /* proceae tha COPY instruction 



5S 

: { 

/ * • /DBTOTAL ( N_COpy , 1 J ; DBTOTA" ( 3_copy , n_ 

copy) 


57 

53 


best » copy - match - tab->ba«e; 



59 


k_type - K_SELF; 




55 
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wed Sep 28 08 36. 11 1994 


oereori.-.e zoo.att.comi /n/pryphon/o7/> pv/sa«t.wiir»/B 


! ( d = c_addr ■ copy ) < 
*_typ» -'k_he*E; 


c_type - K_RECEST-m; 


: >- I_MORE 44 tab->quick[n - c 
for(d - K_QTYPE-1; d > 0; --d 
lf(n >• (d«VD_BITS) 


(1«VD_BITS1 ) 


/» see if mergable to last ADD instruction */ 
if (MERGABLE(n_add,n_eopy,k_type) ) 
{ /**/DSTOTAL(N_merge,l) ; 

i_»dd - K_TPUT(k_type> , A_TFVT(n_add> , C_TPUT(n_copy ; ; 


i_copy - K_PUT(k_type) ; 
If (C_:SLOCAl(n_copy> ) 
i_copy I - C_LPC 


add > 0) 

/**/DBTOTAI.(N_»dd,l) ; DBTOTAL ( S_add, n_add) ; DBMAX (M_add, n_add) ; 

iff !MERGA8LE(n_add,n_copy,k_type) ) 

i_»dd - A_ISLOCAl(n_add> f A_LPUT< n_add) ; 0; 

if(VDPDTC(<Vdio_t«)tab,i_add) < 0 ) 

return -1; 
if ( IA_I9LOCAl(n_add) it 

<*_Vdputu) ( (Vdio_t*)tab, (ulong) A_PUT(n_add) ) < 0 ) 

r«tuxn -l! 

if ( (*_Vdwrit») ( (Vdio_t» )tab, begs, n_add) < 0 ) 


_copy > 0) 

if ( ! MERGABLE (n_add,n_copy,K_typt) 61 VDPUTC ( ( Vdio_t« ) tab, i_capy ) < : 


along )C_PUT(r._copy) ) < 
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nwrnarl rw . zoo . itt 


iT/kpv/SQff.va-P./.grr/^ 


if ( (*_vdflsbuf ) ( (Vdio_t*)tab) 


*Li _ST0_C 

static vdfold(Tablt_t* tab, int output) 
#else 

output) 


i vdfold 


Table_t 

•endif 

{ 

reg ulong 
reg uchar 
reg Match_t 
reg uchar 
rag int 
reg int 


♦lii 


•endfold; 
head, len, n_»re • tab->n_arc: 
«ize - tab->size; 
*irc - tab->src, "tar ■ tab->tar: 
*ba»e - tab->b*a«, "table • tab->table; 


endfold - (■ - arc) 


endfold - (6 - tax) + t 
curm - baae*n_arc; 
ii<tab->n_tar < m_min) 


beitm - NIL(Match_t«) ; 
lert - M_MI»-1; 
HINIT(key,s,n); 


endfold, NIL(Kateh_t« ) 


i /» aearch for the longest match »/ 
it( I (a - tableCkeysaize] ) ) 

goto endaearch; 
liat - m - m->next; /* head of 


55 
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rearir,e.zeQ.att,<:flir l ;/ri/ar/Bhoi,/g- 1 /kpv/S 0 ttw a r e /8rc/:ib/--d e :-5i/"ddelta 


[ >- oestn-len} 

goto endsearch; 

) 

head - len - (M_MIN-1|; /* header before 


aa +- M_MIN; 
sm +- M_MIK; 
•ndfl » endfold: 


/• oheok for a -longer match * 
99 -- M_MIN-1; 
if (len — nrl) 

HNEXT(key, if n) ; 
*la« HINIT(key,»s. ;i) ; 


55 
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L , copy/n/grypr-o;;/ 


/* add a aufficiant nuaiber of suffice 

ends ■ (3 — leu) ; 

as - enda • (M_MIN-i) : 

if ( !C'!tput) 


len ■ Jt_MIN-l; 
bestm - NIL (Mat 


if ( I add) 

add = si 
ends - (s ♦« 1) ; 


ends) for( ; : ) /* 

n - key&aiae; 

if ( ! (m - table[n] ) 


lf((aa +- 1) >- ends) 
break; 

HNEXT()cey,sa,n) ; 


> endfold-K_MIN) 
if ( iadd) 

add - a 

break; 


HNEXT()cBy,«,n) ; 


ldfold, NiL(March_t 


til _9TD_C 

long vddalta(Void_t* «ro, long n_src, void_t* tar, ^ong r 
• elie 

ior.g vddeltatsrc, n_are, tax, n_tar, disc) 

Vo id_f arc; /* source string if not NULL 

long n_src; /* length of source data 


55 
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p«r«<ynr .e zoo att com: /n/ qryphor./ 


/* target string if not NULL 
/* length of target data 
Lacipline ./ 


disc->wrltef 


tab. tar - tab . src - NIL ( uchar* ) ; 
tab . base =■ NIL (Match_t* ) ; 
tab. table - NIL(Match_t** ) ; 
WINITfstab.io.disc) ; 

if (disc->wlndow <- 0) 

window - DFLIWINDOW; 
else if (disc->window > MAXWINDOW ) 

window - MAXWINDOW; 
else window - ( int)di»c->window; 
if ( (long) window > n_tar) 

window - (int)n_tar; 
i£(n_src > 0 ss (long)window > n_src) 

window - ;int)n_arc: 

/•try to allocate working apace */ 

{ /* space for the targ«t string * 

size - (n_tar "-oil tar) ? o : 
if ( (iong)aize > n_tar) 

i - <int)n_tar; 


if (! 


: - (ut 
goto reduce _windowj 


>ize«sizecf (uchar > ) 


/• space for alidlng header ar source st 
if(n_src <- 0) /• compression only */ 

size ■ tar ? 0 : HEADER (window) i 
else /» differencing */ 


goto reduce_wlndow ; 

/• space for the haeh table elements • 
size • window < n_tar ? window : (int) 
if(n_src <- 0) 

size +- window < n_tar ? HEAD! 


xalloc( 


55 
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jpp.att .cam; r'n^rvphon/qTApv/SofWa^ 


goto reduce_wir.ccw; 

/* space for the hash table * 
n =■ size/2; 

dc (8iz« - n]i while( (n s- n- 
slze - 64; 


:ah_t** )malloe ( size«slz«of (Match 
za »- 1) <- 0) 

goto redu=e_window; 

, successful •/ 

5-li 


break; 
r«duce_window: 


if ( (window »- 1) < 


/• amount procaaaad * 


!( («_vdwrite) (itab.io, (uch»r*)VC_MACIC,k) i- 
( *_vdputu) (Stab, io, (ulong)n_tar) <■ 0 I I 
(»_Vdputu) (Stab. io, (ulong)n_src) <» 0 | | 
( *_Vdputu) ( Stab. io, (ulong)windov) <= 0 ) 
goto done; 

nle(n < n_tar) 

/* prepare tha aouree string */ 
if(n_irc <- 0) /* data compression • 
( if(n <- 0) 

tab . n_«ro - 0 ; 


{ 


• HEADER (window) ; 

tab. arc - tab. tar + tab.n_ta 
memcpy ( ( Void_t« ) tab . are , 

(Void_t*) (tab. tar - t 
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H«d Sep 23 08:36:11 1994 
t.com: /R/grvphon/g7/lcT:v,/3oft 


(•diic->readf> ;vd_target, 


/• reinitialize table before processing • 
for(k - tab.elze; k >- 0; --k) 

tab. table [k] - NlL(Match_t* ) ; 
a. quick, tab. recent, tab . rhere) : 


if(tab.n_are > 0 it vdfold(Stab, 0) < 

goto done: 
if (vdfold<tt«b,l) < 0) 

goto dona; 


rre«( (Void_t»)tab.t»r) ; 
if (tab. are it ((n_»rc <- 0 &« itar) 
free ( ( Void_t* ) tab . arc ) ; 

free( (Void_t*)tab.ba««) : 

if (tab. table) 

free ( <Void_t« )tab. table) ; 


50 
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• r-ff . zoo . att . eoml /n/gryphor.,' 


Apply the transformation source- 
This code is designed to work *\ 
word size smaller than that of • 
was computed. A requirement 13 t 
machine must be large enough to 


array 
:en by <K 


: if > 

1 bytes must be storable 


-)PhongVo, kpv^research . a 


t_«rg; 
data [1281 ; 
•_alloc; 
t_alloo; 
compress ■ 
e, recent, rhere) ; 


■ target string 


' start of window in target 

' buffer for data transferring * 

' 1 if source was allocated 

• 1 if target was allocated * 

' 1 if compressing only « 

' address caches * 


itatic vdunfold(tab) 
rable_t* tab; 
lendif 


inst, k_type, n 
•tar, *9re, *to 
t, s.addx, n_ta 
readf, writer. 


: - tab->n_tar; 
2 - tab->n_arci 


!c_type > 
if ! |VB_I 
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sizs - A_TGE?(inst) ; 
i if ( A_ISHERE( inst) ) /* lieally coded AED Size 
size - A_LGET(ir.st) ; 

lf((eize - VDSS-C((Vdio_t*)tab)) < 0) 

if (size >- I_M0REi4 

(size - (long) (*_vdgetu) ( ( vdio_t" ) Cab, s 


If ( (long) (n - aizeof ( tab- >data : ] ;• 
if ( (*_vdread) ( (Vdio_t»)tab,tab->dat 


•writef ) (VD_TARGET, 

[Void_t* )tab->data, n, 
tab->t_org+t, di9c): 
n) 


if (K_ISMSRCE(k_type) ) 
{ siza - C_TOET(inet) ; 

)<_typ« -- K_ MERGE; 

goto do_oopy; 


if (C_ISHERE(inst) ) /* locally coded COPY a 

liza - C_LCET(in»t) ; 

•lsa 

[ if < (six* - VDGETC( (Vdio_t* ) tab ) ) < 0) 


■ C_GET(size) ; 
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ii /n/aryohon/a7/*pv/Snf--- 


if((copy » vdgetc; ;v<5io_t*)t*t 


c _t?P« >■ K_SECENT i 


copy r- ■ 
«lse if{k_type K_HER2) 

/• else ie_type =- K_3ELF */* 


K_'JPDATE(tab->quick, tab-> 
If (copy < n_src) /* copy from s 


!K_=ECE:.'T-K_Hr 


•>compr968) 
copy +» tab->t_srg - 


(Void_t 
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copy from target data */ 
copy -- n_src; 
"(copy >- t I I (copy-size) > n_tar) /* o 

return -1; 

/* allow for copying overlapped c 


MEMCPY(to, fr, t. 


/♦ hard read/write •/ 
& - copy; 
fori ; ; 


if ( (long) (n - aizeof ( tab->data ) ) > 3 

n - (int)s; 
r » ( *re&df ) (VD_TARGET, 

(Void_t« )tab->data, n, 
a + tab->t_org, disc ) 

if(r 1= ti) 

r * (*wntef ) (VD_TAXGET, 

(Void_t*)tab->data, r., 
t + tab->t_org, disc ) 

if(r !■ n) 


if ((' 


<- Q ) 
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I /h/grvphon/g? /tov/Sof tvare /arc/1 t h/v 


3id_t* tar, long r 


n_src; /» length of src 

tar; /» target space if any 

n_tar; /• size of tar 


jchar »data, magic[8]; 


ldiic->readf 


lack magic header */ 
- (uehar*) (VD_MAGIC) ; 
i-O; data[n) ; --n) 

•_vdread ) ( 4tab . io , magic , n 


- n_sro ■ 
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■ a n 


.ndow < (long)XAXIKl) 


if(n > 0 SI 

tab.t_alloc - 

if(n_src > 0 ss : arc Ai window < (long JMAXINT) 

n - <ir^;vir.3.j-.-! 
else lf(r_arc «« 0 li window < n_tar ii itar 51 HEADER (window) 

n - (int)HEADER(window) ; 
else n - 0; 

(tat. arc - (uchar* )mailoc( n'sizeof ( uc.-.ar; ) ) ) 


tab. a 


: - 1; 


rent location in 
i compression */ 


t»b.n_arc - HEADER ( wi r.dow ) ; 
p - t - tab.n_9rc; 
if(tar) 

tat. arc - (uehar*)tar * 
•lae if (tab. arc) 
C n - (ir.t)tab.n_arc; 

if (tab. tar) 

C data =■ tab . tar + 

m»mepy ( (Void_t* ) 


) 

/* data differencing */ 
tab.n_src • window; 
if(t < n_ire) 

{ if ( (t-'-tflndow) > n_urc> 

p - n_sre-window 

tab.a_o.rg =■ p; 


•la. if (tab. a 
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X_:n:T( tab , quick, ta 
if (vdunfold(itab) < 
goto done: 


(•writef ) (VD.TARGZT, (Void_t*) 


if(tab.t_alloc) 

free< ( Void_t* ! tab. tar) ; 
if (tab.i_alloc) 

free( < Void_t* ) tab . arc) ; 


EP 0 717 353 A2 


m /n/gryphnr./g"? /UPV/SOftV 


Lude "vdelhdr. 


if((n - (*RBADF(iO) ) {VDJ3ELTA, BUF( io ) , BUFSIZE ( 10 ) ,HERE(10) ,DISC(i 
{ ENDB(iO) " (NEXT(iO) • BWF(io)) + n; 

HERE(io) n > 


• if _sm_c 

static _vdf lsbuf ( reg vdio_t 

• else 

static _vdfl«buf (io) 
regJdio_t* io ; 

( reg int n; 

if I t - • 

"-- i,HBRE(io),DI3C(10)) 


HERE(io) t- n; 
NEXT(IO) • BUF(io) ; 
return SUF9IZE( io ) ; 

) 

• If _9TD_C 

static ulong _vdgetu(reg Vdio_t* io, reg ulom 

static ulong _vdg«tu(io,v) 
rag vdio_t« io; 
reg ulong v; 

( r«g int c; 

forfv 4- I_J»RE-1; ; ) 

( if((c - VDCBTC(io)) < 0) 

r»turn (ulong) ( -11) ; 
if ( i(e«JJ08S) ) 

return ((v«I_9HIFT) ; c): 
v - (v«I_SHIE"T) I (= * (I_MCRE-1)) 

) 

} 

• if _3TT5_C 

static vdputu(r«g Vdio_t* io, ulong v) 

• tlse 

»t»tic _vdputu(io, v) 
reg Vdio_t* io; 
reg ulong v; 
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3 att.gB!a:/n/grvphnp/a7/KBv/aofrvB 


: rr»mcpy( (Void_t»)r 


static _vdread( Vdio_t 
• else 

vdio_t" ioj 


rsg lnt 


: =■ _vdfilbuf (io) ) 


*lf _9TD_C 

static _vdwrite(Vdio_t* io, reg u 
itatic _vdwrit»(io, «, n) 
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l£((w - -lEMAIN(io)) 


vdbufio_t _vdbufio ■ 
C _vdfilbuf, 

_vdflsbuf, 

_vdgetu , 

_vdputu, 


Claims 

35 

1 . In a computer, the improvement comprising : 

a) program means for producing instructions which allow replication of a second version of a binary file, based 
on a first version, without access to the second version. 

40 

2. A method of replicating a second version of a binary file, which is derived from af irst version, comprising the following 
steps: 

a) creating a sequence of instructions, each of which generates a character sequence, which, when concate- 
45 nated, replicate the second version; and 

b) executing the instructions. 

3. For a digital computer, the improvement comprising: 
so a) first program means for 

i) examining a first and a second file and 

ii) producing a sequence of instructions which, when executed, concatenate 

55 A) parts of the first file with 

B) parts of the second file, without access to the second file, 


in order to replicate the second file. 


EP 0 717 353 A2 

4. The improvement according to claim 3, and further comprising second program means for executing the sequence 
of instructions, for replicating the second file. 

5. A method of saving a later version of a computer file, comprising the following steps: 

5 

a) comparing the later version with an earlier version, and identifying 

i) similar passages, where the later version is similar to the earlier version, and 

ii) difference passages, where the later version is different from the earlier version; 

w 

b) storing the address where each similar passage occurs in the earlier version; and 

c) storing each difference passage, together with the address of its occurrence in the later version. 

6. A process of information replication, comprising the following steps: 

15 

a) finding, at a first site, 

i) similarities and 

ii) differences 

20 

between a first file and a second file; 

b) maintaining, at a second site, a copy of the first file; 

c) transmitting the following to the second site: 

25 i) locations of the similarities, 

ii) the differences themselves, and 

iii) information to enable replication of the second file, based on (c)(i), (c)(ii), and the second file. 

7. A method of updating an old version of a file into a new version, comprising the following steps: 

30 

a) receiving instructions which order one or more of the following to occur: 

i) copying a specified part of the old version into a specified location of the new version; 

ii) copying a specified part of the new version into a specified location of the new version; and 
35 iii) adding specified bytes to a specified location in the new version; 

and 

b) executing the instructions. 

40 8. A system for generating data indicative of differences between first and second versions of a file, comprising: 
a) means for deriving a sequence comprising the following instructions: 

i) a COPY instruction which orders that characters be copied from 

45 

A) a source location in either the first or second version, to 

B) a destination location in the second version; and 

ii) an ADD instruction which orders that specified characters be added to specified locations in the second 
so version. 
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VERSION 
1 


VOCABULARY 


1 

When 

16 

them 

31 it 

2 

buying 

17 

Shake 

32 around 

3 

coconuts 

18 

to 

33 the 

4 

make 

19 

heavy 

34 center 

5 

sure 

20 

with 

35 claw 

6 

that 

21 

water 

36 end 

7 

they 

22 

Now 

37 of 

8 

are 

23 

hold 

38 hammer 

9 

crack 

24 

a 


Tff 

free 

25 

iff 


T1 

and 

26 

one 


12 

have 

27 

hand 


13 

no 

28 

over 


14 

mold 

29 

sink 


15 

on 

3Q 

hit 



FIG. 1A 


WORD — »When buying coconuts, make sure that they are crack free and 
POSITION— 1-* 2-* 3 4 5 6 7 8 9 10 11 

have no moid on them. Shake them to make sure that they are 
12 13 14 15 16 17 18 19 20 21 22 23 24 

heavy with water. Now hold a coconut in one hand over a sink 
25 26 27 28 29 3031 32 33 34- 35 3637 

and hit it around the center with the claw end of a hammer. 
38 39 40 41 42 43 44 45 46 47 48 4950 
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Hawaiian all 
When buyingAcocanuts, make sureAfQDt-tbgg are crack free and 
1 J 2-* 3 4 5 6 7 8 9 10 11 

have no mold on them. Shake them to make sure that they are 
12 13 14 15 T6 T7 18 19 20 21 22 23 24 
heavy with water. Now- hoid a coconut in one hand over a sink 
25 26 27 28 29 3031 32 33 34 35 3637 

a brick 

and hit it around the center oill^TTiPi liii mil nt n nill|||in 
38 39 40 41 42 43 44 45 46 47 484950 


VERSION 
2 


FIG. IB 
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When buying iHawciianl coconuts, make sure [aji] are crack free and 
1J 2-* 3 4 5 6 7 8 9 10 It 

have no moid on them. Shake them to make sure that they are 
12 13 14 15 16 17 18 19 20 21 22 23 24 

heavy with water. Mow hold a coconut in one hand over a sink 
25 26 27 23 29 3Q31 32 33 34 35 3537 

and hit it around the center with la brick! . 
38 39 40 41 42 43 44 4546 



VOCABULARY 


1 When 

16 them 

31 it 

2 buying 

17 Shake 

32 around 

3 coconuts 

18 to 

33 the 

4 make 

19 heavy 

34 center 

5 sure 

20 with 

35 claw 

6 that 

21 water 

36 end 

7 they 

22 Now 

37 of 

8 are 

23 hold 

38 hammer 

9 crack 

24 a 

39 Hawaiian 

tQ fn» 

25 in 

40 off 

11 and 

26 one 

41 brick 

12 hove 

27 hand 


13 no 

28 over 


14 mold 

29 sink 


15 an 

30 hit 



FIQ. 1C 
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— I When buying] coconuts, make sure that they are crack free and 
V 2^ 3 4 5 6 7 8 9 10 11 

have no mold on them. Shake them to make sure that they are 
12 13 14 15 16 17 18 19 20 21 22 23 24 

heavy with water. Now hold a coconut in one hand over a sink 
25 26 27 28 29 3031 32 33 34 35 3637 

and hit it around the center with the claw end of a hammer. 
38 39 40 41 42 43 44 45 46 47 48 49 50 


VERSION 

1 


COPY 2 1 
1 INSTRUCTION, l' 


When buying 
1 2 


POINTER 

FIG. 1D 


When buying coconuts, make sure that they are crack free and 
1-* 2-* 3 4 5 6 7 8 9 10 11 


have no mold on them. 
12 13 14 15 16 


Shake them to make sure that they are 
17 18 19 20 21 22 23 24 


heavy with water. Now hold a coconut in one hand over a sink 
25 26 27 28 29 30 31 32 33 34 35 3637 

and hit it around the center with the claw end of a hammer. 
38 39 40 41 42 43 44 45 46 47 48 49 50 


VERSION 


ADD 1 Hawaiian - 
4 INSTRUCTI0N.2 ' 


When buying Hawaiian 
1 2 3 


POINTER 

FIG. IE 
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When buying I coconuts, moke surei that they are crack free and 
1 J 2-» 3 1 4 5 6 7 d 9 10 11 
have no mold on them. Shake them to make sure that they are 
1 2 13 14 15 16 17 18 19 20 21 22 23 24 V ERS 
heavy with water. Now hold a coconut in one hand over a sink 1 
25 26 27 28 29 30 31 32 33 34 35 3637 
and hit it around the center with the claw end of a hammer. 
38 39 404T 42 43 44 45 46 47 48 4950 


When buying Hawaiian coconuts, make sure 

12 3 4 5 6 

COPY 3 3 | 

* instruction' pointer 


FIG. 1F 


When buying coconuts, make sure that they are crack free and 
1 J 2-* 3 4 5 6 7 8 9 10 11 

have no mold on them. Shake them to make sure that they are 
12 13 14 15 16 17 18 19 2Q 21 22 23 24 

heavy with water. Now hold a coconut in one hand over a sink 
25 26 27 28 29 30 31 32 33 34 35 3637 

and hit it around the center with the claw end- of a hammer. 
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1. n = length(VERSI0N1); 

2. C = 0 

3. while(tnje) 

4. { inst = readmstQ; 

5. if(inst == end-of-file) 

6. return; 

7. s = readsize(); 

8. if(inst == ADD) 

9. readdata(VERSI0N2+c,s); 

10. else 

11. { p = readposQ; 

12. if(p < n) 

1 3. copy(VERSI0N2+c,VERSI0N1 +p,s); 
14 else capy(VERSl0N2+c t VERSI0N2+p-n,s); 
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16. c » c + s; 

17. | 
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1. Initialize table of positions T to empty; 

2. process(VERSIONI); 

3. processMRSIQN2); 

4. process(seq) 

5. { n = length(VERSIONt); 

6. m = length(seq); 

7. c = 0; 

8. add = -1; 

9. pos = -1; 

10. len = MIN-1; 

11. *hile(l) 

12. { while(1) 

13. j p = search(T,seq,c,len); 

14. if(p < 0) 

15. break; 

16. len = extend(T,seq,c,p,len); 

17. pos = p; 

18. | 

19. if (pos < 0) 

20. { if(add < 0) 

21. add = c; 

22. if(seq = VERSION 1) 

23. insert(T,seq,c.Q); 

24. else insert(T,seq t <y>); 

25. c = c + 1; 

26. | 

27. else 

28. { if(seq == VERSI0N2) 

29. writeinst(add,c,pos,len); 

30. p = c+len-(MIN-1); 

31. while(p < c+ten) 

32- | iffseg *» VERSWNT) 

33. insertfT.seq.p.O); 

34. else inseft(T,seqj),n}L 

35. p = p+1 

36. \ 

37. c » c + leirr 

38. add = -1; pos = -1; len = MIN-1; 

39. ( 

40. if(c >= m-MtN) 

41. break; 
«. } 

43. if(seq == VERSI0N2 and add >= 0) 

44. writeinst(add,m,- 1 ,0); 

45. } 
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1 . insert(T,seq,p,orig) 

2. | key = seq[p,p+1 p+MIN— 1]; 


1. searcb(T,seq,c,len) 

2. | n = length(VERSI0N1); 

3. p = c -Hen - (MfN-1); 

4. key = seq[p.p+1 p+MIH-IJ; 

5. for(each entry e in T that matches key) 

6. j pos = position(e); 

7. . if(p >= n) 

8. j str = VERSI0N2; 

9. q = pos-n; 
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1. extend(T,seq,c,p,len) 

2. | n = lenqth(VERSIONI); 
I ff(p < n) 

4. str = VERSKWt; 

5. else 

6. | str = VERSI0N2; 

7. ( p-p-n; 

9. m = length(seq); i = c + len + 1; 

10. n = length(str); j = p + len + t; 

11. while(i < m and i < n) 

12. if(seq[i] != seqO]) 

13. break; 

14. return i-c; 

15. j 
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